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Over the last several years, ARTICLE 
19 Mexico and Central America (Ar-
ticle 19) has heard from more and 
more journalists, activists, and oth-
ers in civil society whose important 
work was removed from the internet 
through a mechanism known as “no-
tice and takedown”. The takedowns 
were allegedly due to copyright in-
fringement, but in many cases the 
content was the original work of the 
journalist getting the notice. The 
communications made reference to a 
US copyright law known as the Digital 
Millennium Copyright Act (DMCA), al-
though none of the journalists were 
located there. Such law allowed al-
leged copyright owners to send a 
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simple notice to the service provider 
when their content has been posted 
without their permission, and have 
the post taken down right away. The 
situation was perplexing, but the re-
sults were clear: politically significant 
content was being removed from the 
internet through a fraudulent abuse 
of such legislation, and the free  
expression rights of journalists, ac-
tivists, and human rights defenders 
violated, without a readily apparent 
remedy. 

At first, Article 19 worked one-on-
one with each case, reaching out for 
legal support from organizations 
including Harvard Law School’s Cy-
berlaw Clinic at the Berkman Klein 
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Center for Internet & Society (Cyber-
law Clinic). They developed expertise: 
the “notice and takedown” process 
used was typically that contained in 
the DMCA, a law that was intended 
to update the US’s copyright poli-
cy for the internet age. The DMCA 
takedown process was designed 
to allow copyright holders to easily 
notify websites of infringing uses, 
such as when a fan uploads a copy 
of a music video rather than linking 
to the official one from the artist or 
record label. However, in the cas-
es that were coming to Article 19, 
people who were seeking to sup-
press information were submitting 
fraudulent notices to journalists’ 

and advocates’ US web hosts, who 
took down the content more or less 
automatically, without verifying the 
allegations.

As the number of cases rose and the 
team heard from partners through-
out the region who were struggling 
with the same issue, it became ap-
parent that coordinated action was 
necessary. This white paper is intend-
ed to highlight the consequences of 
the often-fraudulent enforcement of 
copyright law on free expression and 
access to information throughout  
Latin America, and to give journalists, 
advocates, and others who may be 
impacted the background informa-
tion needed to defend their rights.
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About Article 19
Article 19 is an independent non-gov-
ernmental organization that pro-
motes and defends the progres-
sive advancement of the rights of 
freedom of expression and access 
to information for all people, in ac-
cordance with the highest interna-
tional human rights standards, thus 
contributing to the strengthening of 
democracy. In order to fulfil its mis-
sion, Article 19 has the following main 
tasks: to demand the right to dissem-
inate information and opinions in 
all media, to investigate threats and 
trends, to document violations of 
the rights to freedom of expression, 
to provide support to people whose 
rights have been violated, and to help 
design public policies in its area of ac-
tion. In this sense, Article 19 envisions 
a region where all people can express 
themselves in an environment of 
freedom, security and equality, and 
exercise their right to access informa-
tion; facilitating the incorporation of 
society into informed decision-mak-
ing about themselves and their en-
vironment, for the full realization of 
other individual rights.

Article 19 works to link public pol-
icy advocacy and accompaniment to 
local processes of organizations and 
the exercise of rights in various states 
of the country. Article 19 promotes 
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the recognition and protection of hu-
man rights in digital environments, 
particularly the right to freedom of 
expression and information to avoid 
the establishment and practice of 
censorship mechanisms on the In-
ternet or measures that hinder their 
exercise either through legislation, 
public policies, international treaties, 
judicial or administrative decisions, 
or private initiatives. Article 19 works 
to ensure the right conditions for in-
dividuals, media and journalists to 
exercise their rights to freedom of 
expression and information, privacy, 
access to the Internet without dis-
crimination and any other right that 
is relevant in a digital ecosystem. 

The activities of Article 19 are ar-
ticulated in the Right to Information, 
Central America, Digital Rights and 
Protection and Defense programs. 
The Digital Rights Program develops 
activities related to online freedom 
of expression, including: (i) participa-
tion in advocacy spaces to establish 
human rights standards on the Inter-
net; (ii) monitoring and evaluation of 
patterns of digital aggression against 
journalists; and (iii) promotion of legal 
remedies to counteract the govern-
ment’s digital surveillance practices.

Nowadays the Digital Rights area 
emphasizes the monitoring and study 
of the mechanisms and measures,  
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both public and private, used to 
remove information from digital 
platforms, especially when such 
measures are taken on behalf of 
companies and public officials. This 
implies analyzing the legal frame-
works used to censor information on 
the Internet and foregrounding their 
incompatibility with the right to free-
dom of expression and information 
from the highest standards in the 
field. The ubiquitous and open nature 
of the Internet represents an environ-
ment that makes the configuration of 
attacks and aggressions documented 
by Article 19 are more complex. 

About the Cyberlaw Clinic
Harvard Law School´s Cyberlaw Clinic, 
based at the Berkman Klein Center for 
Internet & Society, provides pro bono 
legal services at the intersection of 
technology and social justice. The Cy-
berlaw Clinic was founded in 1999, the 
first clinic of its kind, and today it con-
tinues its tradition of innovation with 
a practice that ranges from human 
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rights to intellectual property to gov-
ernment use of technology and more.

The Clinic’s work is animated by 
its core values, which include the 
promotion of a robust and inclusive 
online ecosystem for free expression; 
advancement of diversity as a key 
interest in technology development 
and tech policy; transparency with re-
spect to public and private technical 
systems that impact all citizens (and, 
in particular, members of vulnerable 
populations); access to knowledge 
and information; advancement of 
cultural production through efficient 
and balanced regulatory and enforce-
ment regimes; and support for broad 
participation in public discourse.

Each year, dozens of law students 
participate in the Cyberlaw Clinic, 
which prepares them for practice by 
allowing them to work on real-world 
client counseling, advocacy, litigation, 
and transactional projects. The Clin-
ic strives to center clients in its legal 
work, helping them to achieve suc-
cess as they define it, mindful of (and 
in response to) existing law.
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Who is this guide for?  
This is a guide for journalists, activists, and other mem-
bers of civil society in Central and South America who are 
interested in protecting their rights to free expression and 
keeping their online content accessible, in spite of fraud-
ulent DMCA takedown notices they may be targeted with. 
Although the DMCA is US law, it applies to people around 
the world who use US-based services like GoDaddy, Goo-
gle, Twitter, and more. 

 The information in this guide is intended as education-
al material, not as legal advice. Using this guide will not 
form any client-attorney relationship between you and 
the authors, Article 19, or the Cyberlaw Clinic. 

8INTRODUCTION
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Part 1: 
What is the DMCA, 
and what should I 
know about it? 
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What is the DMCA? 
The Digital Millennium Copyright Act, 
better known as the DMCA, is a US 
law that was passed in 1998, a mo-
ment in history where the internet 
was growing fast, and there were 
expectations it would continue to do 
so. For this reason, there was a con-
cern about copyright protection for 
creative works that appeared online, 
such as music, movies, and articles. 
Through the DMCA, the US intended 
to balance the interests of copyright 
owners, internet users, and online 
service providers. 

 The DMCA extended the reach 
of US copyright protection to the in-
ternet and limited the liability of on-
line service providers for copyright 
infringements committed by their 
users. The DMCA is a collection of 
provisions that are loosely related, 
but we are here focusing on Section 
512, which provides for content take-
downs, and especially how this pro-
vision can be fraudulently abused to 
remove important content, such as 
journalism, from the internet.

 
What does DMCA Section 512  
provide, and how is it impacting  
journalists?
The purpose of Section 512 was to 
help online service providers (web 

hosts, social media sites, and others) 
and users (content authors and readers 
or viewers) address copyright infringe-
ment. Online service providers, or 
OSPs, play a big role in copyright to-
day because they provide a platform 
for all types of content online. Unlike 
the print publishers who preceded 
them, many OSPs do not exercise dis-
cretion over what is being posted to 
sites in their control.  

In the 1990’s, when internet use was 
exploding, foundational legal ques-
tions remained unanswered. Content 
owners were complaining about their 
material being “pirated,” OSPs were 
finding it challenging to deal with the 
sheer volume of content, and it was 
often unclear who could or should 
be held liable for copyright infringe-
ment. Some in Congress worried that 
“without clarification of their liability, 
service providers [would] hesitate to 
make the necessary investment in the 
expansion of the speed and capacity 
of the internet.”1  For their part, busi-
ness leaders insisted that “protracted 
litigation to determine who is liable 
for online infringement by users was 
not a sustainable business practice, 
and should be resolved by legislation.”   
But how would such legislation2 be 
structured? 

By the end of the decade, when 
Congress passed section 512 of the 
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1 83 S. R.E.P. NO. 105-190, at 8 (1998).

 
2 73 See Senate Copyright Infringement Liability Hearing, 105th Cong. 98 (responses of George Vradenburg 

III to questions for the record from Sen. Leahy); House W.C.T. Implementation Act Hearing, 105th Cong. 87 

(written statement of Roy Neel, U.S. Telephone Association).

3 77 Pub. L. No. 105-304, 112 Stat. 2877–86 (1998).

4 78 H.R. R.E.P. NO. 105-551, pt. 2 at 23 (1998).

DMCA, they had settled on a safe 
harbor framework to balance the 
interests of the various parties. The 
legislation allows OSPs to limit their 
liability for infringement occurring 
on their systems by satisfying some 
conditions, generally consisting of 
implementing measures to quick-
ly address infringing activity 3.  The 
law was intended to also account for 
creators’ interests, and encourage 
them to share their content, by pro-
viding them a straightforward way 
to enforce their intellectual property 
rights 4.  Section 512 allows copyright 
owners to send a simple notice to 
the service provider when their con-
tent has been posted without their 
permission, and have the post taken 
down right away. This process took 
the place of expensive, long, and un-
predictable litigation. 

 Maybe, it turns out, the process is 
too easy: recent cases in Latin America 
as well as the US and elsewhere reveal 

that the Section 512 takedown pro-
cess can be used fraudulently, not to 
target actual copyright infringement, 
but to silence the press. This has con-
sequences: basically, recipients of 
takedown notices are presumed to be 
guilty, and the content is removed be-
fore any kind of neutral arbiter has the 
opportunity to rule for or against. This 
means that if someone does not like 
something they see online and can 
produce a takedown notice, they’re 
in a strong position to have the 
content removed, even if aspects 
of that notice are fraudulent – es-
pecially if the user who posted the 
content isn’t aware of their right to 
file a counter notification. 

With abuse of the DMCA process 
on the rise, it is important that jour-
nalists in Central and South America 
understand their rights within the 
context of the DMCA, including how 
to ensure their important voices are 
not silenced.
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The DMCA’s definition of an “online service provider” is broad. Any 
entity that offers hosts or transmits user-generated content or 
communications between users’ online counts, unless the entity is 
actively involved in editing or otherwise modifying users’ content. 
OSPs include telecommunications, website hosting, email, and social 
media companies, among many others. 

Why do online service providers comply 
with DMCA Section 512 takedown notices 

(or, what’s in it for them)? 

The DMCA includes a 
“safe harbor” provision 
that protects online ser-

vice providers from being 
held liable for copyright 
infringement committed 

by their users.

However, service 
providers can only take 
advantage of the safe 
harbor if they comply 
with the notice and 

takedown steps laid out 
in DMCA Section 512. 

If a service provider 
doesn’t comply, it can 
lose access to the safe 

harbor and become 
liable for expensive 

copyright damages in 
US courts. 
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I’m not in the US—why should a 
US law apply to me? 
Technically, the DMCA is not applied to 
you directly, but rather to US-based sites 
where you might choose to host your 
content. Some of the biggest online ser-
vice providers are from the United States: 
Facebook, Google, Twitter, Godaddy.com, 
WordPress, and more, are all located in 
the US. The way Section 512 is designed, 
it’s the online service provider who re-
ceives the takedown notice, and US law 
applies to them because that’s where they 
are organized, regardless of where their 
individual users might be located. Online 
service providers not located in the US do 
not have to comply with the DMCA.

However, Mexico is in the process of 
adopting a policy similar to DMCA Sec-
tion 512. The United States, Mexico, and 
Canada Agreement (USMCA) entered 
into force on July 1, 2020. As a part of 
Mexico’s fulfillment of the USMCA, it 
committed to certain policy changes, 
including in the area of copyright. Mex-
ico’s legislature passed a new copyright 
law in June 2020 that will change how 
Mexicans browse the internet. There 
are three main changes: a takedown 
notice mechanism, access control tech-
nologies (DRM), and changes to the fed-
eral criminal code related primarily to 
DRM. The takedown process described 
in the June bill essentially replicates the 
takedown process in the DMCA.

PART 1

 Service providers based in the US also 
usually notice in their terms & condi-
tions that they are complying with the 
DMCA, and ask users to represent 
that they will not post content that 
infringes copyright. When you use 
the website, you accept their terms 
and conditions and commit yourself 
to comply with everything that is said 
there. Thus, if a service provider re-
ceives a takedown notice saying that 
content on its site is infringing, it may 
consider that content to violate its 
terms and conditions as well. 

The troubling thing about this sit-
uation is that it upsets a careful bal-
ance between protections for free 
expression and protections for the 
rights of content creators. General-
ly, in the US and in other countries 
around the world, people’s right to 
freedom of expression is protected 
by domestic law. Those protections 
have certain limits, including copy-
right provisions that allow content 
creators to limit other people’s ability 
to use their work. However, when the 
copyright law of one jurisdiction, like 
the US, is used illegitimately to block 
free expression from a person in an-
other jurisdiction, such as Mexico or 
Brazil, the Mexican or Brazilian will 
find it difficult, legally and logistically, 
to challenge that decision on free ex-
pression grounds.
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This means that if someone 
does not like something they 
see online and can produce 
a takedown notice, they’re 
in a strong position to have 
the content removed, even 
if aspects of that notice are 
fraudulent – especially if 
the user who posted  
the content isn’t aware of 
their right to file a counter 
notification. 
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Part 2: 
How has the DMCA been  
impacting journalists  
in the region?
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The practice of journalism in Mexico 
has become an imminent risk to life, 
integrity, security and has resulted in 
a differentiated psycho-emotional im-
pact. In 2019, 609 aggressions against 
the press were registered and 10 jour-
nalists were murdered. Between 49% 
and 53% of the aggressions against 
journalists come from state agents.

Two years ago, the government 
headed by Andrés Manuel López Ob-
rador had promised an agenda of tran-
sition and structural changes known as 
the 4T (the Fourth Transformation). 

However, the promises have 
changed and instead of promoting an 
agenda of transformation, there has 

Mexico
been a concerning setback related to 
the right to freedom of expression and 
access to information. The intensifica-
tion of legislative actions to censor the 
Internet seen in 2019 - for example 
- imposed on digital platforms a new 
Federal Copyright Law that introduces 
the notion of a DMCA-style “Notifica-
tion and Takedown.” Just as in the US, 
this new Mexican policy requires web-
sites to control the content generated 
by their users, to identify copyright 
violations, and may allow the entire-
ty of a website to be affected even if 
only a small proportion of its content 
is considered illegal, thus creating an 
extrajudicial procedure. 

PART 2
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5 Available in the following link: https://notigodinez.com/acerca-de/

6 Information available in the following link: https://mx.godaddy.com/

7 Removal of the note available in the following league: http://web.archive.org/web/20150422213811/

http://notigodinez.com/ahora-la-empresa-planea-tu-bien-engancha-y-estafa-a-sus-clientes-con-mentiras

8 Company dedicated to the service of real estate financing. Information available in the following link: 

https://www.planeatubien.com/

Case: NotiGodinez 
On 2018, NotiGodinez –a news portal 
that publishes official data from institu-
tions, analysis, and opinion pieces along-
side news stories5 – received a total of 
two intimidating e-mails from a person 
identified as “Nancy Mayorga”, who 
claimed to be the “legal representative” 
of the company “Planea tú Bien” and 
demanded that the note be removed 
or there would be legal consequences. 
Notigodinez decided to stand firm and 
did not remove such journalistic piece. 

Later, on September 27, 2019, 
NotiGodinez again received an email 

from its web host, the American com-
pany known as GoDaddy6. The email 
notified them that a person identified 
as “Andrea Noel” had activated the 
“notice and take down” mechanism. 
Andrea Noel’s complaint concerned 
a 2015 article that was originally writ-
ten by the Reforma7  newspaper and 
which NotiGodinez had quoted on its 
website.  The article described fraud-
ulent acts by the company “Plan your 
good” (Planea tu Bien)8, which since 
2016 had been harassing NotiGo-
dinez with legal threats demanding 
the removal of the article. 

The takedown notice issued by 
GoDaddy gave NOTIGODINEZ two op-
tions; either to remove the article or 
to fill out a form known as a “count-
er-notification” or “counter-notice” 
within 24 hours. Acting quickly, Noti-
Godinez chose to make the count-
er-notification with the assistance 
of Article 19. In their response, they 
pointed out that the notice contained 
several inconsistencies.  Most signifi-
cantly, they flagged the possibility that 
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the claim was fraudulent, an imper-
sonation of the actual owner of the 
work in question. NotiGodinez car-
ried out an investigation to get in 
touch with “Andrea Noel”, which re-
vealed that the contact details pro-
vided to GoDaddy, which had been 
passed on to them, were falsified. 
No one by that name worked at the 
Reforma newspaper, on whose be-
half the complaint had purportedly 
been made. NotiGodinez and Article 
19 made several other points as well, 
even quoting the previous Federal 
Copyright Act of 2019, but to no avail. 
GoDaddy never gave an answer about 
the information that was shared with it. 
Its only response was a form letter that 
ignored the substance of the response:

IMPORTANT: The necessary and legally re-
quired wording for items C and D is very 
specific and we have to return your count-
er notice to you if you do not provide us 
with a correctly written statement includ-
ing all of the verbiage indicated above.
   Upon receipt and recognition of a complete 
counter notification the hosting account will 
be suspended or remain suspended for 10-
14 days per the Counter Notification Policy.
   You may wish to review our Trademark & 

Copyright policy which includes information 
about Counter Notifications: http://www.
godaddy.com/agreements/showdoc.aspx-
?pageid=TRADMARK_COPY
   Please understand that as a web host-
ing provider, we are not able to make 
legal determinations as to who is right 
or wrong in an infringement claim.
    Let us know if you have any other ques-
tions at this time and how you would like 
to proceed.

Kindest Regards,
Copyright Department
Go Daddy Operating Company, LLC
CopyrightClaims@GoDaddy.com

After ensuring that its counter notice 
carefully followed the formatting re-
quirements, NotiGodinez got no fur-
ther. GoDaddy issued no analysis on 
the arguments that had been present-
ed, merely reiterating the statement 
that they were going to suspend the 
NotiGodinez page for ten to fourteen 
days. In the face of this bureaucratic 
stonewalling, NotiGodinez decided to 
comply with the original notice, taking 
down the article entirely, out of fear that 
if it did not, GoDaddy might pursue re-
prisals against the portal as a whole.
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9 https://noticiaspedrocanche.com

Case: Pedro Canché 
Pedro Canché is an independent Mayan 
journalist whose main means of com-
munication is the portal Pedro Canché 
Noticias9. He is a reference point in the 
State of Quintana Roo for his journalism 
on regional political and human rights 
issues, as well as events of national im-
pact. Article 19 has worked with Canché 
in several prior instances when he suf-
fered aggression because of the work 
he does, and Canché reached out to the 
organization again when his journalism 
was targeted with a takedown notice.

During 2014 and 2015, Pedro Can-
ché was a victim of arbitrary detention, 
fabrication of crimes, torture and ill 
treatment, smear campaigns, and 
discrimination, after documenting 
the level of repression against Mayan 
demonstrators in the facilities of the 

Water and Sewerage Commission of 
the state of Quintana Roo, the munic-
ipality of Felipe Carrillo Puerto, and 
publicizing his findings to national 
attention. He spent nine months in 
the Felipe Carrillo Puerto Municipal 
Prison, only released once an amparo 
trial sentence confirmed that the pro-
cess had been mounted as a reprisal 
against the exercise of freedom of ex-
pression. The Federal Collegiate Court 
found that Pedro Canché was only 
covering the demonstration that took 
place in the facilities of the Water and 
Sewerage Commission.

During his time in prison, Canché 
was the victim of threats and physi-
cal aggressions, repeatedly beaten by 
other inmates who referred to him as 
“the journalist” –an unsubtle hint at 
the cause of the violence he suffered.

The facts of Canché’s case have 
been made known to the United Na-
tions Working Group against Arbi-
trary Detention and to the National 
Human Rights Commission. Seeking 
justice, Canché has initiated criminal 
proceedings before the Special Prose-
cutor’s Office for Crimes against Free-
dom of Expression (FEADLE) against 
the officials who participated in the 
fabrication of the criminal proceed-
ings against him, as well as against 
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the people who tortured him inside 
the prison.  To date, he has only re-
ceived a public apology, and those re-
sponsible for the events that affected 
Canché remain unpunished10. 

Beginning in early 2019, Canché 
started receiving death threats and 
other intimidation, intended to force 
him to stop publishing information 
or to change what he published re-
lated to the activities of organized 
crime. Journalists in Quintana Roo 
face an adverse context due to the 
omissions of the authorities11. In 
spite of reports to various Mexican 
agencies, such as FEADLE and the 
Protection Mechanism for human 
rights defenders and journalists, 
circumstances have not changed 
and Canché and his fellow Quintana 
Roo journalists continue to lack any 
meaningful access to justice.

On March 11, 2020, Canché no-
ticed that his news website, entitled 
NOTICIASCANCUN.MX, was down. 
He sent an email to GoDaddy, his 

10 For more information, see the report published by ARTICLE 19 “Protocol of Impunity”, chapter “Justice: 

Complete”, which outlines the legal and personal consequences of the criminal proceedings that Pedro 

Canché faced for having exposed the disproportionate use of force against demonstrators. Available at: 

https://articulo19.org/wp-content/uploads/2019/02/A19-2019-InformeImpunidad_final_v3.pdf

11 For more information, see the report published by ARTICLE 19 “A Quiet Paradise: Violence against the 

Press in Quintana Roo”. This material contains an account of the threats that Pedro Canché has received 

from organized crime, as well as the context of the state. Available at: https://articulo19.org/paraisoquecalla/

web host, inquiring about the outage 
and complaining that his news por-
tals had been blocked for no reason, 
without providing him with any re-
sources or information to be able to 
recover them. The type of content re-
moval towards Pedro Canché is one 
more precedent that links him to his 
journalistic work in Quintana Roo.

The following day, GoDaddy re-
plied to Canché, stating that it had 
received a report of alleged copy-
right infringement from an uniden-
tified third party. Rather than afford 
Canché even the limited process 
available under the DMCA Section 
512, such as the opportunity to re-
view the substance of the notice 
and the option to respond with a 
counter-notification, GoDaddy im-
mediately removed the content. In 
a disturbing parallel to the challeng-
es he experiences in seeking access 
to justice in his home state, in this 
instance the policy of an American 
web host also denied Canché the 

PART 2
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12 The original URL of the posting (now empty due to the current case)  is https://www.pagina66.mx/

malos-antecedentes-de-empresa-que-contrato-alito-para-videovigilancia/

13 Disponible en la siguiente liga: https://articulo19.org/amenazas-contra-medio-pagina-66-para-elimi-

nar-informacion-sobre-corrupcion-en-internet/

opportunity to challenge and inval-
idate the claims made against him. 
Finally, Canché was silenced and 
forced to search and move all his 
content to a new web host.   

Case: Página 66 
PÁGINA 66 published an article by Dan-
iel Sanchez Barrientos titled “Malos an-
tecedentes de empresa que contrató 
‘Alito’ para videovigilancia” (Company 
hired by ‘Alito’ for video-surveillance 
has prior bad record’) in January 201812. 

The article revealed that Inter-
conecta, subsidiary of Grupo Altavista, 
had signed a contract for almost 2 
million pesos per month to provide 

video-surveillance services in four cit-
ies in the Mexican state of Campeche. 
Mr. Sanchez’s research had also  
unearthed, based on data by the 
Auditoría Superior de la Federación 
(Federal Audit Office), Interconecta’s 
prior corruption and tax fraud alle-
gations on similar contracts under its 
CEO, Ricardo Orrantia.

In August 2018, some eight months 
after the article was posted, Mr. Sanchez 
received several messages threatening 
legal action if he did not take it down. 
Some of the messages argued that since 
Grupo Altavista is a registered interna-
tional trademark, using its name without 
their consent was “improper use”. 

In October, Digital Ocean (which 
was paid to host PÁGINA 66’s site)  
received a notice under the DMCA  
“notice and take down procedure.” 
Digital Ocean notified PÁGINA 66 that 
they had 3 days to take down the arti-
cle or risk their entire site being taken 
down. PÁGINA 66 contacted Article19 
published a public alert on the matter13.

Additionally, the Digital Rights 
team at Article19 sent a written report 
to Digital Ocean.  With this response, 
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Digital Ocean stepped back and PÁGI-
NA 66 site remained accessible.

On December 13, 2019, PAGINA 66 
received an email from “Compliance 
legal” at the email address compli-
ance@legal-abuse.eu. The email was 
“in representation of” Humberto Her-
rera Rincón Gallardo. The notification 
was described as “off the record” and 
asked Mr. Sanchez, author of the ar-
ticle about Interconecta, to remove it 
from PÁGINA 66’s site and to install the 
code “robots.txt” or “instrucciones noin-
dex” on the site so the name “Ricardo  
Orrantia” and “Grupo Altavista” could 
not be indexed or found there.  The 
email argued that the publication was 
damaging Grupo Altavista and Ricardo  
Orrantia’s “right to honor” under article 
17 of the European Union’s General Data 
Protection Regulation (GDPR) as well as 
jurisprudence of the Court of the Euro-
pean Union (C-131/12), invoking a right 
to eliminate the “private information”.

PAGINA 66 again reached out to 
Article19, which recommended Mr. 
Sanchez to take no action due to the 
following factors:

Given the PAGINA 66 site is host-
ed in the United States, and the US 
did not sign Convention 108 of the 
European Union, EU regulations do 
not apply.

The email was purportedly in rep-
resentation of Humberto Herrera 
Rincón Gallardo, and not Ricardo  
Orrantia. EU law requires that a peti-
tion of this kind be made directly by 
the subject of such personal data.

Ricardo Orrantia is a Mexican citizen 
in Mexico, and his name is not private 
information, but already in the public 
eye and easily found by any research.

Article19 researched the email 
address, and it did not trace to the 
EU, but was linked to a company in 
Aguascalientes, México.
 
The matter was left as such, and no 
other email or official communications 
have been received from “Compliance 
legal”.

Unfortunately, Grupo Altavista and 
Ricardo Orrantia continued their efforts 
to suppress the article. On January 29, 
2020, Mr. Sanchez received a notifica-
tion from Digital Ocean that his website 
was infringing copyright that demanded 
a response within 3 days. Several emails 
were exchanged between Pagina 66, 
Digital Ocean and Article19.

The notice incorrectly identified 
the author of the article as Humberto 
Herrera Rincon Gallardo, not Daniel 
Sanchez. PAGINA 66 responded:
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Hi,

This case looks strange, the owner of pagi-
na66.mx is Mr. Daniel Sanchez (we attach 
his ID card and who is of pagina66.mx) if 
you check the screenshot attached to this 
email, you can see his credits in the note, Mr. 
Humberto Herrera is claiming copyrights 
for information generated and published 
for Mr. Daniel Sanchez owner of pagina66.
mx. The real infringement of copyrights is 
by Mr. Humberto Herrera for copy the con-
tent of my client Mr. Daniel Sanchez.

We consider you need desestimated this 
petition because the real owner of the 
info are Mr. Daniel Sanchez, if you need 
some additional information to validate 
the veracity of this information we can 
send you all you need.
  
Regards

PÁGINA 66 heard nothing from their 
web host until late February, when 
Digital Ocean wrote to inform them 
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that their site had been taken down 
because “after we received a valid 
DMCA complaint, [and] forwarded it 
to you for review, [we] did not receive 
a confirmation that the issue had 
been resolved.” Digital Ocean told PÁ-
GINA 66 that in order to have its site  
restored, it would need to delete the 
allegedly infringing content.
Given the urgency of the situation 
and the fact that earlier attempts to 
explain that the DMCA notice was 
fraudulent had proven ineffective, 
PAGINA 66 removed the article and 
notified Digital Ocean that it had 
done so, while also continuing to pro-
test that the web host was enforcing 
a fraudulent order that was intended 
to censor information, not protect a 
valid copyright.

As the situation currently stands, 
PAGINA 66 would need legal repre-
sentation to be able to republish its 
article. Simultaneously, it is looking for 
alternative web hosts in Mexico to avoid 
potential other legal claims in the US.
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Ever since President Jair Bolsonaro 
took office in 2019, he has been noto-
rious for his populist and aggressive 
comments against journalists and the 
media, his calls for a return to order 
and discipline, and his open attacks 
on activists, human rights defenders, 
women, the LGBT+ community and 
Brazil’s indigenous population. 

Further, during 2020, despite 
widespread concerns about its  
adverse effects on human rights, 
Brazilian Congress has moved for-
ward to approve a “Fake News” bill, 
formally titled “The Brazilian Internet 
Freedom, Responsibility and Trans-
parency Act”, which seeks to curb 
the spread of disinformation online. 
If approved, even while not restrict-
ing specific content, such legislation 
would entail severe implications for 
freedom of expression and privacy. 
The proposal would hinder users’  

Brazil
access to social networks and  
applications, abolish anonymity by 
requiring the construction of massive 
databases of users’ personal data, 
and make it mandatory for compa-
nies to keep track of users’ private 
communications. 

Restrictive legislations on freedom 
of expression and privacy, added to the 
President’s antagonistic rhetoric against 
journalists, activists and human rights 
defenders, creates an adequate scenario 
to abuse any resource to silence voices 
in both the physical and digital realms. 
In this scenario, where journalists rely 
on their social networks to inform  
communities and report on social mobi-
lizations, Brazil now ranks 107 out of 180 
countries in Reporters Without Borders’ 
2020 World Press Freedom Index. In this 
sense, the abuse and misuse of DMCA 
increases their risk of becoming a victim 
of censorship. 
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denouncing the discriminatory and 
disrespectful treatment of black peo-
ple, the elderly, the LGBT+ community, 
women and minorities. In this regard, 
Intervozes made a series of videos 
published on social media, including 
YouTube, between 2013 and 2017 
which pointed out and denounced 
such abuses committed by televi-
sion networks in their soap operas. 
It should be noted that these videos 
were produced as part of a human 
rights training program, which also re-
sulted in an educational manual.

Many of these videos were removed 
by YouTube without prior notice, includ-
ing videos titled “The representation 
of the elderly population in the Brazil-
ian media” and “The representation of 
women in the Brazilian media”, as well 
as a third video related to the criticism 
of the improper use of television drama 
to convey a false message about the 
process of media regulation in Brazil. 

The takedown of these contents was 
carried out privately and unilaterally 
by YouTube. Intervozes was only noti-
fied after the content had already been  
removed. The notification informed Inter-
vozes that the videos had content from TV 
Bandeirantes and Organizações Globo, 
which would have blocked them “based 
on copyright”.14 However, there was no 
evidence that suggested a complaint being 
made by these television stations or any 

Case: Intervozes
In Brazil, a human rights organization 
saw its videos, which were critical of 
discriminatory content on TV networks, 
removed from YouTube, purportedly 
for copyright reasons. Intervozes - Co-
letivo Brasil de Comunicação Social is 
an organization that works for the real-
ization of the human right to freedom 
of expression in Brazil. Intervozes has 
among its purposes the strengthening 
of the public sphere, as well as of citi-
zens as social actors, by promoting 1) 
a participatory democracy, 2) the trans-
formation of the Brazilian communica-
tion system, 3) the democratization 
of communication, 4) the protection 
of public and social heritage, and  
5) the rights of users of communication 
and telecommunications services.

Intervozes analyzes media content 
related to the representation of citi-
zens that make up Brazilian society, 
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reference to the copyright being infringed.
In fact, all the segments used in the vid-
eos made by Intervozes can still be found 
published in several social media plat-
forms, including YouTube, by other users. 
This suggests, according to Intervozes, 
that there may not have been genuine 
copyright issues, because if there were, 
the posts, performed interchangeably by 
various Internet users, should also have 
been targeted for DMCA takedown notic-
es from the platform; nevertheless, they 
are still available on the Internet. 

Intervozes responded to the notifica-
tion in May 2018, through the channels 
provided by YouTube, presenting its le-
gal argument and demonstrating that 
the takedown of the content was illegal. 
They argued that the motivation behind 
the takedown was private censorship of 
the criticism of soap operas and humor-
ous programs produced by television 
networks, which contained discrimina-
tory portrayals of marginalized social 
groups. However, Intervozes’ appeal 
was not successful, and to this day the 
content has not been restored. 
Intervozes believes that Google’s 
conduct violates Brazilian law. The 
organization filed a representation 
at the Federal Prosecution Service 

against Google, on September 25, 
2019, requesting the opening of a Civil In-
quiry. It argues that Google has imposed 
regulations on Brazilian citizens that are 
not only inadequate with the Brazilian 
legal system in terms of copyright pro-
tection, but also contrary to the express 
provisions of the Internet Civil Frame-
work and the Consumer Code. Further, 
the Federal Constitution of 1988 and the 
Civil Framework of the Internet (Marco 
Civil da Internet) should prevent the take-
down carried out by YouTube, insofar as 
they contain express provisions whose 
purpose is to protect freedom of expres-
sion and prevent censorship, in order to 
give concrete shape to democratic guar-
antees, which structure the foundations 
and principles of the rule of law.

The harm of this private censorship 
is felt not only by those who seek to 
create and disseminate content, but 
also in that Google, by censoring the 
content, begins to exercise an inad-
missible power of control over the flow 
of information. It negatively impacts  
the information rights of millions of 
Brazilians and platform users around 
the world, who no longer have access 
to various stories, beyond those that 
dominate Brazilian television channels.

 
14 Intervozes, Intervozes protocola ação no MPF contra a Google, October 10, 2019, http://intervozes.org.

br/intervozes-protocola-acao-no-mpf-contra-a-google/
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Context: Ongoing Crisis
As Venezuela is in the midst of a multi-
dimensional crisis, individual cases of 
copyright takedowns online must be 
understood in context. The crisis has 
progressively eroded the institutions 
that guaranteed the fundamental 
rights of the population. While inter-
national systems for the protection of 
human rights require that guarantees 
of the right to freedom of expression 
be preserved in digital spaces, in Ven-
ezuela it was the limitations that were 
adapted to the dimensions of the 
web, with negative implications also 
for the rights to participation, peaceful 
demonstration and free association.

The current crisis has deep roots. At 
the beginning of 2000, the political pow-
ers-that-be officially branded the criti-
cal media as “enemies”; this gave rise 
to a wave of unjustified administrative  

sanctions and legal proceedings 
against independent journalists. The 
induced shortage of newsprint, fol-
lowing its state monopolization and 
the consequent discretionary sale, 
put at least 40 newspapers out of cir-
culation in five years. Between 2017 
and 2019, the growing political insta-
bility brought with it a historic increase 
in the number and diversity of means 
to repress the free dissemination of 
information and ideas, building on 
prior strategies to add arbitrary de-
tentions and physical confrontation 
in general.

Faced with a reduction in the tra-
ditional media ecosystem (radio, 
television and print), the digital “alter-
native” became the main option for 
maintaining journalistic work. At least 
33 online media outlets were founded 
in Venezuela in the last six years, and 

venezuela
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15 Espacio Público, May 2019. Detenciones en línea. Presos por usar las redes sociales. 

http://espaciopublico.ong/detenciones-en-linea-presos-por-usar-las-redes-sociales/ 

16 Espacio Público, April 2019. Internet amurallado: acceso restringido en Venezuela. http://espaciopublico.

ong/internet-amurallado-acceso-restringido-en-venezuela/

citizens began to use social networks 
as a tool for finding information. 
There was a corollary expansion of 
government limitations. Between 
2009 and 2018, more than 50 peo-
ple were arrested for publishing on 
social networks, mainly through Twit-
ter; most of the content was opinions 
on political issues or the social and 
economic crisis, the exposure of al-
leged cases of corruption, and even 
astrological predictions involving se-
nior public officials15. Consequences 
include the initiation of flawed judi-
cial processes, with investigations 
that do not conclude and indefi-
nitely prolong restrictions on the  
accused’s freedom of movement and 
expression. Computer blockages and  
attacks, mostly over HTTPS, DNS and 

DDOS, increased by more than 100% 
between 2018 and 2019, targeting 
the media’s ability to timely dissemi-
nate news stories. The technical com-
plexity of online blocking resulted 
in the application of different types 
of blocking simultaneously, as well 
as the initiation of massive blocking 
from different platforms (Twitter, In-
stagram, Periscope, YouTube) at the 
same time, especially during public 
demonstrations16. The persecution 
of journalists, critics of the govern-
ment, and social and human rights 
organizations through these means 
is compounded by the technique of 
securing the removal of content for 
alleged copyright violations, in order 
to prevent the dissemination of criti-
cal information.
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Case: Access to Justice
In December 2019, Access to Jus-
tice, a nonprofit civil organization 
that since 2010 has been dedicat-
ed to monitoring the Venezuelan 
justice system and the rule of law,  
received a first complaint for intellec-
tual property violations. The alleged 
original publication, an analysis of a 
Supreme Court of Justice ruling, was 
uploaded to a blog and dated the day 
before it was issued by the judicial 
body. This blog was used to allege 
copyright infringement. Oddly, the 
referenced publication contained a 
text regularly used by the organiza-
tion: Access to Justice Commentary. 
This may imply that the alleged “orig-
inal source” was in fact, copied from 
the organization’s website rather 
than some external site.

GoDaddy, Access to Justice’s web 
host, received a second complaint 

on March 30, 2020. Although this 
second complaint did not refer spe-
cifically to any page content, GoDad-
dy nonethless responded by sus-
pending access to the whole of the 
organization’s website. In this sec-
ond instance, the content described 
as infringing was a copy of a ruling 
issued by the Supreme Court that 
had been republished on the Vlex-
Venezuela website, a local branch 
of a global platform called Vlex, “the 
largest collection of legal knowledge 
in the world”. To be clear, this means 
that the allegedly infringing content 
was not even on the website of the 
organization being targeted with the 
takedown notice. Furthermore, the 
complaint was presented in Portu-
guese; under the name of a Canadian 
congresswoman; and with a contact 
address and telephone number that 
correspond to a shopping center lo-
cated in the city of Valencia, in the 
center of Venezuela.

After 15 days, access to the website 
was reactivated by the hosting but 
without the link to the entry that was 
reported. After the claim of allied orga-
nizations of Access to Justice towards 
GoDaddy, the hosting service pointed 
out in a private communication that 
they would implement checks to stop 
possible abuses by actors covered by 
the DMCA that could harm legitimate 
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practices. Acceso a la Justicia did not 
receive a direct response from the 
hosting company regarding the re-
ports of the irregularities.

The practice of fraudulent copyright 
takedowns, which take advantage of US 
law to target Venezuelan civil society, 
could represent an emerging method for 
preventing the free flow of information, 

in particular, complaints of human rights 
violations. These takedowns are an un-
fortunately effective way of preventing 
access to information about events of 
public interest, censorship by means of 
preventing the dissemination of content, 
especially but not exclusively of a political 
nature, in the midst of one of the conti-
nent’s most serious crises. 
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In Colombia, over the last 10 years, 
civil society has advocated that copy-
right legislation should not increase 
the restrictions that are required by 
trade agreements such as the Free 
Trade Agreement signed with the Unit-
ed States. There have been many at-
tempts by the government through a 
process known as #LeyLLeras, which 
represents more than 5 attempts to 
modify copyright laws in the country. 

In 2018 an initial reform was approved, 
in the year 2021 the National Directorate 

Colombia
of Copyright has the mandate to convene 
a public hearing to evaluate the excep-
tions and limitations that should be taken 
into account by this legislation.

From Karisma Foundation we 
continue to monitor and gather ev-
idence to promote the public inter-
est vision in these discussions. We 
are currently developing a strategy 
known as #LiberenLaCultura (Free 
the Culture) where we allow diverse 
initiatives in the cultural field to ex-
press their experiences.
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Case: Findings from Internet es tu 
pasión Report
In the year 2019, the Karisma Foun-
dation published the report “Internet 
is your passion: copyright as a limit to 
freedom of expression on the Inter-
net”17.The report described problems 
that derived from the control of Co-
lombian social media content through 
the application of the Digital Millenni-
um Copyright Act (DMCA). These prob-
lems are global: the report was the 
result of Karisma’s participation in the 
Project Understanding The Socio-Eco-
nomic Impact of Copyright in the Digital 
Economy (CODE Project, 2016), in which  
different NGOs and academics working 
on copyright issues and the Internet in 
the United States, Brazil, India, Chile, 
and Colombia collaborated.

17  https://karisma.org.co/internetestupasion/acerca-de/

This Colombia section relies on Karis-
ma’s report, for which the research 
was conducted in 2016, so it is pos-
sible that there are changes in the 
procedures for implementing the 
DMCA by the platforms since then. 
The research included follow up on 
the cases of 11 people whose Inter-
net intermediaries (such as Facebook, 
Twitter, Instagram, Youtube and 
Vine) blocked, closed or deleted their  
accounts or content for alleged copy-
right infringements committed on 
their channels, although in some cas-
es the “infringing content” was their 
own original creations. 

The follow-up of these cases in-
volved documenting the notifications 
received, the counter notifications 
made, the cancellation and reopening 
of accounts, understanding the users’ 
decisions about whether to continue 
seeking to retrieve their content and 
accounts, the possibilities for users to 
follow up on their cases, etc. Among 
the conclusions of the report are the 
following:

1.Jurisdiction: Having to agree 
to initiate a legal action before the 
jurisdiction of the American courts 
(See “What Should I Consider before 
Sending a Counternotice?” in Part 3) 
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inhibits, intimidates and persuades 
users not to defend their rights be-
cause of possible legal sanctions that 
imply high economic costs and the 
need to follow a legal case in a lan-
guage other than their first language.

2. Language: although most plat-
forms have terms and conditions in 
Spanish, we found great problems 
with the handling of English at the 
time of receiving notifications as it 
represents a barrier to access for 
people who do not know the lan-
guage and much less have tools to 
deal with a text with legal and tech-
nical terms. We also found that for 
the notification and counter-notifi-
cation process, the platforms did not 
have standardized use of Spanish or  
English and that, within the cases an-
alyzed, there was a greater possibility 
of success in the counter-notification 
if it was done in English.

3. Response to the counter noti-
fication: as established by the DMCA, 
the platforms should send the count-
er notification received to the com-
plainant and wait 10-15 days to know 
if he or she is going to take action in 
court, if not, the platform must re-es-
tablish the blocked content or account. 
We find that this process is not effec-
tive and is not used by the platforms.

4.  Follow-up to the procedure: 
In the absence of information on the 

counter notification, we found that the 
Internet intermediaries had no mech-
anism to follow up on the counter no-
tifications made. In these cases, it was 
evident that there were no protocols to 
make effective the obligation to inform 
the affected party of the response of 
the denouncer. In one of the cases the 
affected party counter-notified and 
then received an e-mail from the plat-
form informing that the complainant 
maintained that there was an infringe-
ment, but did not provide evidence 
that legal proceedings had been ini-
tiated. The platform took the word of 
the alleged owner, violating the terms 
of the DMCA, to the detriment of the 
rights of the person whose content 
was removed.

5. Transparency reports: During 
the investigation, concerns were sent 
to the intermediaries. Twitter’s re-
sponse referred to its transparency 
report where there is a section dedicat-
ed to DMCA-related notifications and 
counter-notifications that may affect 
users. The others did not respond. This 
highlighted the importance of trans-
parency reporting by these platforms.

6. Cancellation of accounts: A 
problem was found related to the 
lack of information on the number 
of complaints justifying the cancella-
tion of accounts. It is not clear how 
many notifications are necessary for 
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a platform to decide to close a user’s 
account.; nor did we identify informa-
tion that would allow us to know if 
this criterion was consistent. It seems 
that there is a high level of subjec-
tivity which can affect some people 
more than others.

7. Digital guides and tools: ISPs do 
not have guides and tools to facilitate 
counter-notifications, while they do 
have forms, tutorials and guides to sup-
port the notice and takedown process. 
This absence is felt and significantly  
unbalances the ability of journalists, 
advocates, and others to act in support 
of their positions and their rights.

Case:  Diego Gómez
In Colombia, domestic copyright law 
has been used alongside the DMCA to 

18 https://web.karisma.org.co/compartir-no-es-delito-sharing-is-not-a-crime/

threaten freedom of expression. Diego 
Gómez is a Colombian biologist doing 
research to save endangered species. 
In 2009, he was a student at the Uni-
versidad del Quindío, which is located 
in a province of Colombia where access 
to knowledge and scientific articles in 
general was complicated. The situation 
hindered the research process, and 
thus it was common among students 
and researchers to ask national and 
international colleagues to share scien-
tific resources through the Internet. In 
2009, Gómez shared on the Internet a 
master’s thesis from the National Uni-
versity that he had found useful for his 
study group18.

In 2014, the prosecution filed 
charges against Gómez using Colom-
bia’s strict copyright laws, denouncing 
the violation of copyright to the crim-
inal justice system, and identifying 
Gómez as the responsible party. At 
the time, Gómez was the only known 
student in the world facing criminal 
charges for publishing an academ-
ic paper online. Since then, Karisma 
Foundation has supported Gómez’s 
case through a national and interna-
tional campaign that brought together 
thousands of people under the slogan 
“Sharing is not a crime”.
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In 2017, Diego Gómez was declared in-
nocent after more than three years of 
proceedings in a criminal process that 
could have meant 4 to 8 years in prison 
and a million-dollar fine for sharing an 
academic document on the Internet. In 
the words of Carolina Botero, Director 
of Karisma Foundation, “The judge’s 
decision was an important step that 
aligns Colombian criminal law with 
international standards where this 
weapon is reserved for the fight 
against piracy. The case should be 
the trigger for an in-depth discussion 
in the country about the meaning and 

relevance of open access.” In the end, 
justice was done in an absurd case that 
could set a bad precedent for access to 
knowledge in Colombia and the world.

Karisma’s “Sharing is Not a Crime” 
campaign managed to highlight the se-
rious problem of having exaggerated 
copyright laws that do not consid-
er the dynamics of the digital world. 
In addition to supporting Gómez, it 
served to promote the importance 
of open access to knowledge and to 
advance in the search for new legal 
paths that will not allow what hap-
pened to him to happen again.
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Part 3: 
What happens when someone 
sends a takedown notice 
about my content, and how 
should I respond?
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What’s included in a takedown 
notice?
DMCA takedowns occur when a copy-
right owner submits a notice to the 
online service provider, notifying the 
provider that a particular piece of 
content on their site is infringing. The 
person sending the takedown notice 
must either be the owner of the copy-
right or someone with the right to act 
on behalf of the copyright owner. They 

1

2

The original copyrighted con-
tent (for example, a link to the 
original website). 

The alleged infringing content 
to be removed (again with a 
link or other sufficient infor-
mation to allow the service 
provider to find the content 
and take appropriate action). 

send the takedown notice in writing 
to the designated agent of the online 
service provider. To take advantage of 
the DMCA safe harbor, an online ser-
vice provider must have a designated 
agent whose contact information is 
available to the public and the Copy-
right Office. Contact information for 
a designated agent is often found in 
FAQs, help sections of websites, or in 
the terms and conditions for use. 

The takedown notice must include a set list of information specified in 
the text of the law:
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3

5

4

6

Contact information for the 
copyright owner including ad-
dress, telephone number, and 
email address, if available

Statement of a good faith be-
lief that use of the content or 
material is not authorized by 
the copyright owner, fair use, 
or otherwise. 

Statement under the penalty 
of perjury that all of the infor-
mation in the takedown no-
tice is accurate and the person 
sending the takedown notice 
has the right to act on behalf 
of the copyright owner.

Signature (physical or elec-
tronic) of the copyright owner 
or their representative. 
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How do online service  
providers respond? 
Online service providers do not have 
to comply with takedown notices that 
do not meet the statutory require-
ments. If the online service provider 
determines that the takedown notice 
“fails to comply substantially”, then 
the service provider is not considered 
to have actual notice of the infringing 
activity and is not required to take the 
content down. On the other hand, if a 
notice is sufficient under the terms of 
the statute and a provider does not 
comply, they can lose access to the 
Section 512 safe harbor and become 
liable for copyright infringement 
when unauthorized material is post-
ed to their site. 

Generally, because many online 
service providers receive a lot of 
takedown notices and have a strong 
incentive to maintain their access to 
the safe harbor, this means that if a 
notice looks reasonable on its face, 
they will take the content down. They 
must then notify the person who 
posted it that they have done so.

 

What can I do if a service  
provider tells me that they’ve 
taken my content down because 
of the DMCA?
Sometimes the DMCA is used legit-
imately, when people (accidentally 
or intentionally) post others’ content 
without permission. But increasingly, 
we have seen it used fraudulently, 
when the content that’s taken down 
belongs to the person who posted 
it—or, in any event, not to the person 
who fraudulently submitted the take-
down notice. What options do you 
have if your content is targeted with a 
fraudulent takedown notice? 

 Service providers are required to 
notify their users if their content has 
been taken down and ensure they 
have an opportunity to challenge the 
decision if their content was wrongly 
removed. Such a challenge is called a 
“counter notice,” which is effectively a 
request to the service provider to re-
place the content that was taken down.
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What’s required in a counter 
notice, and when do I need to 
send it?  
Under Section 512, the requirements 
for a counter notice are similar to the 
requirements for a takedown notice. 
A counter notice must include: 

1. The content that was removed, 
showing where it was located before 
the removal (for example, a link). 

2. Contact information for the user 
including name, address, and tele-
phone number. 

3. Statement under penalty of 
perjury that the user has a good 
faith belief that the material was 
removed or disabled as a result of 
mistake or misidentification. 

4. Statement that the user consents 
to the jurisdiction of any judicial dis-
trict in which the service provider may 
be found (or, if the user has a U.S. ad-
dress, the jurisdiction of the Federal 
District Court for the judicial district in 
which the copyright owner’s address 
is located), and that the subscriber 
will accept service of process from the 
person who sent the takedown notice. 

5. Signature (physical or electronic) 
of the user. 

The counter notice has to be sent to 
the designated agent of the site that 
removed the content. If their contact 
information is not provided to you 
when you learn that your content has 
been taken down, it is generally not 
too difficult to find. You can search 
for the service provider’s name and 
“DMCA agent,” or, as noted above, 
find it on the provider’s website, such 
as in a help section or at the bottom 
of the home page. If all else fails, 
there is a list of the DMCA registered 
agents on the US Copyright Office 
website: https://www.copyright.gov/
dmca-directory/

Although there is no certain time 
limit for sending a counter notice, 
you should not delay it unreasonably. 
Service providers are required to re-
place your content in approximately 
14 business days from the time you 
send your counter notice, unless the 
copyright owner files a lawsuit to stop 
them. If the copyright owner brings a 
lawsuit before the content is back up, 
the service provider cannot put back 
the disputed content until the court 
reaches a decision.

 

PART 3
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What should I consider before 
sending a counter notice?
Before sending a counter notice, you 
need to consider how it would impact 
your rights.

Filing a counter notice impacts your 
rights because it requires you to con-
sent to the jurisdiction of the US court 
where the service provider is located. 
After you file a counter notice, the 
sender of the original takedown notice 
has the option to file suit to prevent 
the material from being reposted. If 
you consent to jurisdiction and they 
do file such a suit, it may be difficult 
for you to defend yourself in US court. 
Note that many counter notices do not 
result in such lawsuits; it’s by no means 
certain that you’ll face one even if you 
do submit to a US court’s jurisdiction. 
Moreover, even if a suit is filed and de-
cided against you, the parties would 
likely have to sue again in the country 
where you’re located to enforce that 
judgment (for example, to force you to 
pay monetary damages). Each individ-
ual will have to balance these factors 
for themselves.

Second, you’ll need to ask yourself 
whether there’s any chance the take-
down notice is legitimate. If you are 
going to send a counter notice, you will 
be representing that you believe that 
the takedown notice was mistaken.  
If your content was taken, in part or in 

full, from another source, it may be use-
ful to consult a lawyer to help you de-
termine whether there is infringement. 
In the event you are quoting from other 
material for the purpose of comment 
or news reporting, your post may be 
considered “fair use” under US law. Fair 
use allows for the use of copyrighted 
works without liability if certain factors 
are met. The doctrine promotes socie-
tal discourse and seeks to allow users 
access to copyrighted works while bal-
ancing the rights of a copyright owner, 
but is complex and sometimes requires 
a lawyer’s assistance. 

What are the alternatives to 
filing a counter notice? 
There are a couple of things that you 
can do instead of, or in addition to, 
filing a counter notice. 

First of all, one potential option is 
to post your material on multiple sites 
online so that in the event that content 
on one of them is taken down, the ma-
terial is still available somewhere else. 
If you select an online service provider 
that is not based in the US, the DMCA 
will not apply to them, although there 
are other problematic laws in other ju-
risdictions. If you stay with a US host, 
WordPress and Blogger have good 
reputations as US companies that 
protect speech from frivolous DMCA 
takedown notices. 
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Additionally, as described in Part 2, 
many of the DMCA takedown notic-
es that journalists have received are 
fraudulent, meaning that the person 
who sent them was not the owner 
of the copyright. For example, in the 
Notigodinez case in Mexico, the jour-
nalist had reposed an article from 
another newspaper, and although 
the takedown notice purported to 
be from that newspaper, the person 
identified on the notice did not work 
there, and the email address provid-
ed was fake. In such cases, the take-
down notice is deficient, because it is 
not authorized by the content owner 
and some of the information it con-
tains is inaccurate. While outreach 
to the service provider in that case 
was unavailing, if you know that the 

notice is fraudulent, it may be worth 
your time to informally point that out, 
to see if the service provider might re-
store your post without you having to 
file a formal counter notice. 

Furthermore, if the notice is fraud-
ulent, Section 512 (f) provides con-
sequences for people who, even 
though they know that they are not 
the copyright owners, still send take-
down notices. They can be held liable 
for any damages, costs, and attorney 
fees that the alleged infringer or the 
service provider suffers related to 
the removal of the content. Howev-
er, getting relief under subsection (f) 
requires you to locate or identify the 
person who sent the notice. In the 
Notigodinez case in Mexico, this was 
not possible.

PART 3
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Reacquaint yourself with 
the content that was 

taken down, and evaluate 
whether there’s a chance 
it was actually infringing.

Evaluate whether to chal-
lenge the takedown notice 
with a counter notice, and 
if desired, compose one 
that complies with all the 
requirements discussed 

in Part 3. 

Research the information 
you have about the take-
down notice and whether 

it is likely fraudulent.

Explore proactive steps, 
like posting content to 

multiple sites, or migrat-
ing your content to a site 
that is not based in the 
US or US sites that are 
known to be more pro-

tective of their users.

Consider consulting 
an attorney, whether 

personally or if you work 
with a bigger organiza-

tion, one on staff. 

Conclusion  
If you’ve received a takedown notice, know that you are not alone. 
There are a few concrete steps to follow: 

1

4 5

2 3

CONCLUSIoN
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Factors like lack of knowledge, mis-
communication, and the intimidating 
process mean that the DMCA take-
down process can be abused to target 
journalists and legitimate reporting. It 
is our aim to throw light on this fraud 
and discourage the people who are 
committing it. We want to educate 
journalists about your rights, and give 
you the tools you need to protect your 
right to free expression and perform 
your essential role in society. 

It is also worth noting that the sys-
tem itself may change, though not 

necessarily for the better. Recently, 
the US Congress has begun consider-
ing how DMCA Section 512, is working, 
and what changes might be advanta-
geous in light of all the technological 
development. On May 21, 2020, the 
US Copyright Office published a re-
port about the Section 512 system 
which concluded that the system is 
unbalanced, and while it did not re-
quire wholesale change, did need to 
be updated in some respects. This 
may mean that we are on pace to see 
revisions of the law in the near future.

conclusion
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